TAI LIEU HUONG DAN RA SOAT MA PQC GIAN DIEP
(Kem theo Céng van so....../UBND-TH ngay....../.../12023)

1. Phwong phap phat hién bién thé ma doc gian diép méi trén may tinh
Pé phat hién bién thé ma doc gian diép mdi trén mdy tinh sir dung cac cach sau:
(1) Tim kiém truc tiép cdc tép tin ciia ma dic gidn diép trén mdy tinh

Céu hinh cho phép hién thi tép tin 4n va tép tin hé théng dé tim kiém tép tin ma doc nhur
hinh sau:

, |
oo N e

General | View Search

Folder views

*'ou can apply the view (such as Details or lcons) that
you are using for this folder to all folders of this type.

[ Apply to Folders ] [ Reset Folders

Advanced settings:

[7] Aways show menus

Digplay file icon on thumbnails

Display file size information in folder tips

[ Display the full path in the title bar {Classic theme anly)
Hidden files and folders
() Dont show hidden files, folders, or drives

(@ Show hidden files, folders, and drives I

ide empty drives in the Computer folder

ide extensions for known file types

ide protected operating system files (Recommended)

|| Launch folder windows in a separate process

[ Restore previous folder windows at logon

[ Restore Defaults ]

Cancel ] Apphy

Kiém tra trén may tinh tai cac duong dan: “C:\ProgramData\ AdobeManagerGcl
falahaides “C:\Users\All Users\ AdobeManagerGcl FhK

va
“C:\Users\%username%\OfficeWordxhUV?, bién thé ma doc méi bao gdm cac tép tin
sau:

'_’(‘-\_ 9 | .+ Computer » Local Disk (C:) » ProgramData » AdobeManagerGel = |
Organize « Include in library « Share with - Burn Mew folder
=
¢ Favorites Mame Date modified Type Size
Bl Desktop m Adobe Genuine Helper.exe 9/29/2022 3:50 PM  Application 379 KB
4 Downloads || AdobeCEF.dat 9/29/2022 3:50 PM  DAT File 554 KB
=] Recent Places (%] libeef.dil 9/29/2022 3:50 PM Application extens... 515 KB
. Libraries
@ Documents
J’ Music
[E=] Pictures
E Videos
1% Computer

£, Local Disk (C)
&% DVD RW Drive (D:) V
—» DATA (E)

?j Network



. 4 | .+ Computer » Local Disk (C:) » Users » AllUsers » AdobeManagerGel - ‘

Organize ~ Include in library ~ Share with + Burn Mew folder
#
¢ Favorites Name Date modified Type Size
Bl Desktop m Adobe Genuine Helper.exe 9/29/2022 3:50 PM Application 379 KE
4 Downloads || AdobeCEF.dat 9/29/2022 3:50 PM DAT File 554 KB
5 Recent Places (| libcef.dll 9/29/2022 3:50 PM Application extens... 515 KB

4 Libraries
@ Documents
‘J? Music
[ Pictures

BE videos

1M Computer
£, Local Disk (C)

%% DVD RW Drive (Dx) V

—a DATA (E)

G‘j Network

(7 Q | Computer » Local Disk (C) » Users » Administrator » OfficeWordxhUV - |

Organize = Include in library = Share with « Burn Mew folder
Sk Favorites Name Date modified Type Size
Bl Desktop i WINWORD.exe 2/9/202310:59 AM  Application 410 KB
& Downloads || wordLog.dat 202310:59 AM  DAT File T1E KB

| Recent Places

%] wwlib.dll

/2023 10:59 AM

Application extens...

98 KB

- Libraries
@ Documents

J’ Music

[ Pictures

BE Videos

18 Computer
£, Local Disk (C:)
@4 DVD RW Drive (D)) V
s DATA (E)

€l Network
Cac tép tin ciia ma doc
Luwu y: Phan biét t€p tin ciia ma doc voi t€p tin ing dung hop phap dua vao duong
dan va cac tép tin dinh kém. Tép tin ung dung thuong trong thu muyc “C:\Program Files”
hodc “C:\Program Files (x86)”. Trong khi d6, ma ddc nhiém vao may tinh thudng ghi cac
tép tin tai cac thu muc an nhu hinh trén.
(2) Kiém tra cdc tién trinh khéi dpng ciing mdy tinh

cu Autoruns hodac truy cap truc ti€p Registry trén may tinh

File Entry Options User Help

FEEY LA
& viinsock Providers | ‘2 Print Monitors | U LsAProviders | &' Network Providers & WM | B sidebar Gadgets | r] office
3 Everything I_é logon | { Explorer | 4 intemetExplorer | [ 7] ScheduledTasks | % Services | & pvers | [0 Codecs | [T BootExecute | [ magerijacks | %) Appinit | | KnownDlls | winlogon
Autorun Ertry Description Publisher Image Path Timestamp VirusTotal
@ HKLM\SYSTEM*CurrertCortrolSet\Cartrol\SafeBoot \Atemate Shell 7/14/2009 11:49 AM
B8 cmd.exe Windows Command Processor  Microsoft Comoration c:\windows"system32\cmd exe 11/20/2010 4:46 PM
KLM\SOFTWARE Microsoft\Windows\Cumert Version\Run 3/2/2022 228 PW
ﬁ VMware User Process VMware Tools Core Service VMware, Inc. <:\program files\vmware \vmware tools\vmtoolsd exe 8/10/2020 9:16 PM
[n7] Vware VM3DService Process VMware SVGA Helper Service  VMware, Inc. c'windows'system32\wm 3dservice exe £€/12/20201:17 PM
3 HKLM\SOFTWARE\Wowk432Node\Microsaft \Windows\CumentVersion\Run 2/9/2023 11:01 AM
m AdobeManagerGel Adobe Genuine CEF Helper Adobe Systems, Incorporated  ¢:\programdata®adobemanagergclhadobe genuine helper.exe 5/11/2018 6:38 PM
iw, OfficeWordxh UV Microsoft Office Word Microsoft Corporation c'wsers\administratorofficewordduywinword exe 3/25/2018 318 AM
@ HKCUNSOFTWARE Microsoft \Windows\Cument Version \Run 2/9/2023 11:01 AM
m AdobeManagerGel Adobe Genuine CEF Helper Adobe Systems, Incorporated ¢ *programdata®adobemanagengcladobe genuine helper.exe 5/11/2018 6:38 PM
iw, OfficeWorddhUV Microsoft Office Word Microsoft Corporation ¢ 'users\administratorofficewarddhuy \winword exe 3/25/2018 3:18 AM
E HKLM\SOF TWAREMicrosoft\Active Setup‘installed Components 3/2/2022 1:02 PM
|} Browser Customizations Windows host process (Rundll... Microsoft Comoration cwindows'system32\undll32 exe 7/14/2009 6:57 AM
ﬁ Microsoft Windows Windows Mail Microsoft Corporation <:\program files\windows mail\winmail.exe 741472009 6:58 AM
[Jns Windows host process (Rundll... Microsoft Comporation cwindows'system32vundl|32.exe 7/14/2009 6:57 AM
[87 Themes Setup Microsoft(C) Register Server Microsoft Corporation c'windows\system32\reqsvrd2.exe T/14/2009 714 AM
[ Windows Desktop Update Microsoft(C) Register Server Microsoft Comoration c:\windows"system32\regsvr32.exe 741472009 7.14 AM
KLM\SOFTWARE " Wow6432Node \Microsoft\Active Setup'Installed Componerts 3/2/2022 1:02 PM
LJ Browser Customizations ‘Windows host process (Rundll... Microsoft Corporation < \windows"syswow64\rundl 32 exe 741472009 6:41 AM
(g Microsaft Windows Windows Mail Microsoft Corporation cprogram files (86)\windows mail'winmail exe T/14/2009 £:42 AM
LJ n/a Windows host process (Rundll... Microsoft Comaration cwindows'syswowb4'\rundl 32 exe T/14/2009 6:41 AM
[=7] Themes Setup Microsoft(C) Register Server Microsoft Corporation ¢ \windows'\syswow64\regsvr32.exe 7/14/2009 6:58 AM
[m7 Windows Desktop Update Microsoft(C) Register Server Microsoft Corporation cwindows'syswowb4\regsvra2 exe 7/14/2009 6:58 AM
st HKI M\SOFTWARF\(Tassas\Prtacnls\Fiter AA2/022 IRA AM




File Edit View Favorites Help
) Eve ~ | Name Type Data

bl :‘Cf ab] (Default) REG_SZ (value not set)
> G NI-'\dc:il:rel\v"lanagerG-cI REG_SZ "Ch\ProgramData\AdcbeManagerGel\Adobe Genuine Helper.exe” 823
. Gar

ab| OfficeWordxhUV REG_SZ "Ch\Users\Administrator OfficeWordxh UVVWINWORD . exe” 612 10

4 1 | 3

|LComputenHKEY_ LOCAL MACHINE\SOFTWARE\Wou6432Node\Microsoft\Windows\ CurrentVersion\Run
M doc coé cac ban ghi khoi dong cung may tinh la: “AdobeManagerGcel ” va
“OfficeWordxhUV”
Quan sat két ndi mang cia ma ddc, st dung cong cu TCPView

ELTCPView
File Options Process View Help
=
Process 7+ FID Frotocol Local Address Local Port Remote Addiess  Riemote Port State Sent Packets Sent Bytes Rvd Packets Ficvd Bytes
T lsasv.exe 624 TCP WindowsPeE4PC 49157 Windows7RE4PC 0 LISTENING
T lsass.eve 524 TCPVE windows7sE4-pe 49167 windows7wE4pe 0 LISTENING
T services.exe 472 TCP wéindows7B4-PC 49155 Windows7RB4-PC 0 LISTENING
W services.exe 72 TCPYE windows7u64-pc 49155 windows7#E4-pc 0 LISTENING
[ svehast.sxe 736 TCP Windows7eE64-PC epmap Windows7s64-PC 0 LISTENING
[ svchost exe ToE TCP WindowsFeB4-PC ms-wht-server Windows7sB4-PC 0 LISTENING
[E7] svchost.exe 832 TCP WindowsTB4-PC 49153 Windows7sB4-PC 0 LISTENING
[ svchost.exe 200 TCP WindowsTxE4-PC 49154 WindowsTRE4PC 0 LISTENING
[ svchost.exe 2008 TCP Windows7xE4-PC 49156 Windows7RE4PC 0 LISTENING
[ gvchast.ene 320 upp ‘Windows7RE4-PC  ntp " ®
[ svchast.exe 300 upP ‘windows7RB4-PC  isakmp " ®
(7] svchast.sxe 900 uop ‘windows?sB4-PC  ipsec-masft " =
[ svchast.sxe 7E6 uppP WindowsFRB4-PC limnr " =
11 svchostexe 736 TCPVE windows7#64-pc epmap windows7x64-pc 0 LISTENING
i svchost.exe 7oE TCPVE windows7s64-pc ms-wbt-server windowsTx64-pc 0 LISTENING
1 svchost.exe 832 TCPVE windows7xE4-pc 49163 windows7xE64-pc 0 LISTENING
1 svchost.exe 300 TCPWE windows7xE4-pc 49154 windows7x6dpc 0 LISTEMING
[ svchast.exe 2008 TCPYE windows7x64-pc 49156 windows7x6d-pc 0 LISTENING
[ svchast.sxe 320 UDPVE windows7x64-pc 123 " ®
(7] svehast.sxe 00 UDPYE windows7+64-pc 500 * #
(7] svehast.sxe 00 UDPVE windows7+64-pc 4500 " =
W7 System 4 TCP windows7#64-pc nethios-ssn Windows7sB4-PC 0 LISTENING
4 TCP WindowsTeB4-PC microsoft-ds WindowsTsB4-PC 0 LISTENING
4 UbpP windows7xE4-pc netbiosns * * [ 300
4 UDP windows7¥64-pc  nethios-dam " =
4 ¥E i c i [ o LISTENING

18] wininit. exe Windows7kB4-PC 49152 Windows7rG4-PC LISTENING
(1] wininit. exe windows7x64-pc 45152 windowsTxE4-pc 0 LISTEMING
]

Hinh anh ghi nhdig hanh vi ciia bién thé ma déc gian diép moi thuc hién gui truy van
ra mdy chu diéu khién cua hacker bén ngoai (C&C Server) tai cac dia chi IP:
152.32.164.67 va 128.14.227.104 (Dai Loan)

Chu y: May tinh két ndi Internet nhiém ma doc gian diép, dit liéu thu thap duoc luu trit tai
duong dan an sau: C:\Users\%username%\AppData\Roaming\Intel. Sau d6, ma doc thuc
hién guri dit liéu thu thap ra may chu diéu khién bén ngoai

.+ Computer b |Local Disk (C:) [» | Users » Administrator » AppData » Roaming b Intel »

Organize » % Open  Includein library v Share with Burn New folder =~ M &
N B Name : Date modified Type Size Date created

Bl Desktop 98742E88 AOCEDBL0 3/14/2022346 PM  File folder 3/14/2022 3:46 PM

i Downloads DBODED4770C0838F 3/12/202211:48 AM  File folder 3/12/2022 11:48 AM

% Recent Places E8C485DFI59DESES 3/12/20223:24 PM File folder 3/12/2022 3:24 PM
4 Libraries

|5 Dacuments

o' Music

=] Pictures

B videos

1% Computer
&L, Local Disk (C:)
u DATA (E)

€l Network



. » Computer » Local Disk (C:) » |Users | » [ Administrator » AppData » Roaming » Intel » ESC4S5DFI69DEIBE - Search EBC4850FI6! 8

Organize *  Includeinlibrary v Sharewith v Bum  New folder = o~
T Mame : Date modified Type Size

P Desktop [ Slelmluzms 371472022824 AM File 17K8
& Downloads ] R2IhaSDEKW_hugFulDEgSOGTWMgduG7 gSBtdbqhbmcgVESDbiBidbajbloNdbg...  3/16/2021 1111 AM  File 51 k8
% Recent Places | R2IhaSDEKW_hugFulDEgSOGTWMgduG7 gSBt4bqhbmcgYeSDbiBbaibIoNdbg...  3/16/2021 148 M File 178 k8
|| R2lhaSDEKW_hugFulDEgSOGTjWMgduG7gSBilbahbmeg YBSDbBMbajbloNAbq...  2/16/2021 548 P File 243k8
3 Libraries [ R2IhaSDEKW_hugFulDEgSOGTWMgduG7 gSBtdbqhbmcgYBSDbiBidbajbloNdbg...  3/16/2021 559 AM  File 146 K8
%) Documents ] R2IhaSDEKW_hugFulDEgSOGTWMgduG7 gSBtdbqhbmcgVESDbiBidbajbloNdbg...  3/16/2021 1012 AM  File 148 kB
o Music || R2lhaSDEKW_hugFulDEgSOG7jWMgduG7gsBitbahbmeg YBSDbBMbajbloNdbq...  2/16/20211023 AM  File 174 k8
&) Pictures || R2lhaSDEKW_hugFulDEgSOG7jWMgduG7gSBilbahbmeg VBSDbBMbajbloNAbq...  3/16/2021 210 P File 19K8
B Videos ] SOFMSSBMSUSVWCBDSOIEL hug) OX0L DoGkgMCBHaeGTm2kgdGhpdbuHdSBz..,  3/8/2021 301 PM  File 39K8
|| SOFMSSBMSUSVWCEDAUOIELhug)OX0L DoGkgMIBXZWIgaGIKZGVUIGZpbGY2ZG...  3/9/2021 316 PV File 1355 K8
1% Computer | SOFMSSBMSUSVWCEDAUOIELhug) OX0LDoGkgMSBOBWFWIHBDOCBOZXRIVXQ...  3/8/2021 231 PM  File 579 K8
£, Local Disk (C) || SOFMSSBMSUSVAWCBDAUOIEL hug)OX0L DaGkgMTAGRGYtbyBowDhuStuZyBkdb...  3/9/2021 150 P File 124 k8
s DATA(E) || SOFMSSBMSUSVIWCEDAUIOTELhug)OX0L DaGkgMyBHaeGT makgdGhpdbuHdSE..  3/9/2021 247 P File 352K8
|| SOFMSSBMSUSVWCEDAUOIELhug)OX0L DoGkgNCBLaMORaSBuaeGTh20gcGFSh...  2/9/2021 240 PV File 1,009 KB
€ Network || SOFMSSBMSUSVWCBDAUOIELhug)OX0LDoGkgNiBUaOGTsWMgaMOgbmggdO...  2/9/2021 206 PV File 1,557 kB
|| SOFMSSBMSUSVIWCEDAUIOTELhug)OX0L DaGkgNSBUS0GTsWMgahOghmggdO...  3/9/2021 255 P File 1,041 KB
|| SOFMSSBMSUSVIWCEDAUIOTEL hug)OX0L DaGkgNyBNnGMgaMOzVSEjdNulGLhu...  3/8/2021 316 P File 171 ke
|| SOFMSSBMSUSV\WCEDAUOIELhug)OX0L DoGkgOCBIYXNGIGHY YWNraWSnlHbh...  2/9/2021 228 PV File 1,969 K8
|| SOFMSSBMSUSVAWCBDAUOIELhug)OX0L DoGkgOSBHaeGTm2kgdGhpdbuHdsBs..  2/8/2021 329 P File 28 K8
|| UEDgkdgQknhud ZUIENZQKVSUOVDVVIVFkg iBITkZP UKL BVEIPTIBTRUNVUKID...  3/8/2021 206 P File 16 KB

Thu muc chura Cac tép tin ma héa ma doc thu thdp dwoc gui ra bén ngoai
2. Phwong phap phat hién, loai bé ma doc trén thiét bj luu trir ngoai
Pé phat hién ma doc trén thiét bi luu trit ngoai, thuc hién theo cac budc sau:
- Bat c4u hinh hién thi tép tin an va tép tin hé thong trén may tinh.

- Trén ctra s6 explorer kich chut vao 6 dia luu trit ngoai & doc thanh menu bén trai,

khong kich dup tryc tiép vao thiét bi luu trit ngoai.

@O'Lk » Computer »

Organize ~ System properties Uninstall or change a program Map network drive Open Control Panel
7 Favorites 4 Hard Disk Drives (1)
__ Bkt Local Disk (C:)
2 Downloads e | |
~» Recent Places - 48.3 GB free of 59.8 GB
4 Devices with Removable Storage (1)
| Libraries ; n X o n 2
- USE (D:) Khong nhap chudt vao day dé
-, Documents — | ‘ ¢ n . .
- Music " 14 GB free of 14.3 GB xem t¢p tin, thu myc trong

USB

& Pictures

B videos

& Computer
& Local Disk (C)

 use o) Nhip chudt vao diy dé xem tép tin, thu muc trong USB

Chi sir dung cdy thw muc (bén trdi) dé xem tép tin, thir muc

Néu thiét bi Iuu trit ngoai bi nhiém ma doc gian diép, thi trong thiét bi luu trir ngoai co

cac tép tin, thu muc sau:



2.0 I £

Organize « Share with + Burn New folder

7

43 Favorites MName Date modified Type Size

Bl Desktop @
4 Downloads @ Docusment
5l Recent Places 3 System Volume Information

(3 @ kD

File folder
File folder
File folder
Shortcut 1KE

4 Libraries
> 3 Documents
> rJT Music
> =] Pictures
» B Videos

48 Computer
> &, Local Disk (C:)
» == DATA (E)
- KRD ()

>Fl_i Metwark
Trong do:

(1) Thu myc khdng ¢6 tén 1a thu muc chira dir li¢u that sy cia nguoi dung trén thiét
bi luu trit ngoai (Md déc sé tw dong mé thw muc nay dé danh lira ngueoi ding néu nguoi
dung kich hoat tép tin shortcut).

(2) Thu muc tén Docusment 1a thu muc chira cac tép tin ciia ma doc, dir licu ma hoa
do ma doc sao chép tir may tinh vao thiét bi luu trir ngoai va thong tin card mang wifi trén
may tinh nhiém ma doc.

(3) Tép tin shortcut sir dung dé danh lira nguoi dung kich vao, s& kich hoat ma doc
lay nhiém vao may tinh khi két ndi thiét bi luu trit bi nhiém ma doc.

Cdch xi¢ Iy mi dpc: Tién hanh dinh dang (format) lai thiét bi luu trir ngoai.



